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| 51 Introduction

\\\\ AN

) Whe purpose of this paper is to provide complete documentation for the installation, configuration and use of Snortalog.

his guide is most definitely not the end-all or the be-all, but it will tell you how to setup the program and to get it
running in a relatively quick fashion.

7 N\ 7 A

: 2 Additional Information

i you have questions, comments, corrections, additions or whatever else please let me knowt | £3n L¥ reached via
mail at jeremy.chartier@free.fr and | like hearing people.

‘ ‘ 3 Licence
N
— ' This program is free software; you can redistribute it and/or modify it unde: e terms of the GNU General Public
License as published by the Free Software Foundation; either versiqn 2 of the Licgfse, or (at your option) any later
- version.

: This program is distributed in the hope that it will be useful; Syt WiTHOUT ANY, WARRANTY; without even the implied

_ - warranty of MERCHANTABILITY or FITNESS FOR A FARRICUEAR PURFPQSE. See the GNU General Public License
— for more details.

. You should have received a copy of the GNUGeral/?ublic Liganse along with this program; if not, write to the Free
gﬁ Software Foundation, Inc., 59 Temple Ri&€e - Sylite 330, Bostony MA 02111-1307, USA.

4 What is Snoutdlog

4.1 Overviaw

Snortalog is cyogwerfull perl program that summarizes Snort and Firewalls logs making it easy to view any attacks
against your netwirk.

Snortalog works with all versions of SNORT and is the only perl program which can analyse snort's logs in all formats
(Syslog, Fast and Full alerts).

Also, it is able to summarize FW-1 (4.1 and NG), PIX, Netfilter and IPFilter logs in a similar way.
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D4.2 Possibilities

*ija\WA.zn

Main Possibilities

Available :

y " 7' 2\ L4

Create HTML and text reports

Can specify order (ascending or decscending)
Can specify the number of occurences to view
Can resolve IP addresses and domains

Add colors for best visibility

Graphic User Interface

Mulit-language output

Possibility to do filtering (e.g if you only want
src logs) reference's rules

Generate GIF, PNG or JPG graph in HTML
output

Possibility to generate PDF ouwgut on the fly
Possibilitiy to use D3M

Snort Possibilities
N
—JL— ) o Works with Syslog, Fast and Full alerts Use a {pgcific plugin to generate your owns
q » Works with all preprocessor (spp_stream4, [eference’s rylés
[ spp_portscan, spp_decoder, flow and flow- Thee abilityioyget Whois Database information
TN portscan ...)
o)) o Has the possibility to link the signature to the
S web reference attack description
(— e Works with “-|” snort's option to specifyfan
- interface and add report
C , .
- o Work now with "-e" Snort optior (Display the
\ second layer header info)
4.2.3 Logs compauhiity
Syslog Other
Snon = 201 OK Snort Fast and Full alert
PIX OK
Fw-14.1 OK Fw logexport
Fw-1 NG OK Fwm logexport
SmartDefense OK Fwm logexport
IPFilter OK
Netfilter OK
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Qv /5 Why a Perl Program ?
[ There are several reasons why | choose to develop my program in perl.

' | have been working with SNORT for 4 years and | couldn’t find any existing scripts that were able to report on potential
~ attacks quickly.

My first goal was to generate a text output (ASCII) to provide many sorting and filtering statistics. Eventually, |
——improved my program to generate charts (HTML) with graphics and a GUI.

You may ask why not use MySQL database or similar like ACID. As a member of SNORT's mailing list for a long time
_now, | often read questions about this error "Fatal error: Maximum execution time of 180 seconds exceeded".

\_ ,/L,‘You can regularly purge your database but this task could prove tough for the administrator. Moreower, in a network
~—_with a lot of NIDS and several thousand log alerts, a request to the database will have a long regporag tirve.

he use of a program like Snortalog is more easier, efficient and appropriate. Do vpuretwn Wsts and send me your
eedback :))

|
g \ ‘
~ 6 Installation

~_ 6.1 Main installation

 It's very easy to use Snortalog in standard mode (simplesagmriignd line without graphics generation). The only things
~“you should have is Perl 5.8 installed on your box.
; Snortalog runs on many Operating Systems :
. e Linux

o FreeBSD
e OpenBSD
o Solaris
e Windows
o MacOS

6.2 Graph.z plugin installation

If you have decided to use Snortalog with any of its extended options, you will need to install some specific plugins not
included as standard with Perl 5.8

Option Plugin
e -g: Graphics generation You will need to install :

e gd-2.0.11.tar.gz (PNG and JPG format) or GD-
1.19.1ar.gz (GIF format)

o GDGraph-1.39.tar.gz
o GDTextUtil-0.85.tar.gz
o -x: Graphic User Interface Modules and TK code for Perl/Tk :
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o Tk-800.024 tar.qz
e perl-Tk-800.024-2.i386.rpm

e -p: PDF generation You will need to install :

e hitmldoc-1.8.23-source.tar.gz
e HTML-HTMLDoc-0.07.tar.gz

o -w : Whois Database information You will need to install :

e Net-Whois-IP-0.50.tar.qz

6.2.2

6.2.3

GD-1.19.tar.gz

# tar xzvf GD-1.19.tar.gz
# cd G 1.19

#

# perl Makefile.PL
Checking if your kit is conplete...
Looks good

MakeMaker (v6.03)

Witing Makefile for |ibgd
Witing Makefile for GD

#

# make

# make install

GDTextUtil-0.85

# tar xzvf CGDText Uil -0.85. tfar4yz
# cd GDTextUtil-0.85

#

# perl Makefile.PL

Checking if your kil is cCwplete.
Looks good

Witing Makefifie for GU.: Text

#

# make

# make oSl |

GD\ raph-1.39

# tar xzvf GDGraph-1.39.tar.gz

# cd GG aph-1. 39

#

# perl Makefile.PL

Checking if your kit is conplete...
Looks good

Witing Makefile for GD:: G aph

The automatic tests for GDG aph are not really a solid workout of the

library. The best way to test the package is to run the exanples
before installing it. You can run the exanples in the sanples
directory with “nake sanples’ or by going into that directory, and
just running " make' .

If that fails, please read sanpl es/ Makefil e.

Snortalog
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#
# make
# make install

]

O\

.24 Gd-2.0.11

# tar xzvf gd-2.0.11.tar.gz

L\ # cd gd-2.0.11
‘ \ #
= # ./configure
- checking for a BSD-conpatible install... /usr/bin/install -c
- checki ng whet her build environnent is sane... yes
‘ ) checking for gawk... gawk
>/ checki ng whet her nake sets $(MAKE)... yes
- checking for gcc... gcc
checking for C conpiler default output... a.out
checki ng whether the C conpiler works... yes
\ checking for jpeg set defaults in -1jpeg... yes

checki ng for XpnReadFil eToXpm nmage in -1 Xpm.. no

C H
** Configuration sunmary for gd 2.0.11:

J) Support for PNG library: yes

— Support for JPEG |library: yes
¥ Support for Freetype 2.x library: no
A Support for Xpmlibrary: no

configure: creating ./config.status

. y config.status: creating Makefile

T config.status: creating config/Nikegi e
config.status: creating confialgdl b/confi g

p— config.status: creating test/ Meiefive
config.status: creating cgafiyg. h
] confi g.status: executing“=epfi"€s copimailds
- #

y \ #make
[ || #make install

6.2.5 HTMLZoc-1.t 23

tar /xzvfontm doc- 1. 8. 23-source.tar. gz
odént m doc- 1. 8. 23

./configure
make

H H HF H St

Please consult the HTMLDOC Users Manual http://www.easysw.com/htmldoc/documentation.html or the COMPILE.txt
file for more information.

Current Limitations :

o No support for style sheets.

o No support for HTML forms.

o CAPTIONSs are always shown at the top of the table.

o HTML 4.0 table elements and attributes are not supported (rules, THEAD, TFOOT, efc.).

Snortalog 726
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~6.2.6 HTML-HTMLDoc-0.07
n

# tar xzvf HTM.- HTMLDoc- 0. 07.tar. gz
# cd HTM.- HTM_Doc- 0. 07

N 4

h # perl Makefile.PL

Checking if your kit is conplete...
Looks good
T . Witing Makefile for HTM.:: HTM.Doc
7, N 4
# make
# make install

F.ZJ Net-Whois-IP-0.50

‘ # tar xzvf Net-Wois-IP-0.50.tar.gz
# cd Net-Wois-IP-0.50

#
| H # perl Makefile.PL
l Checking if your kit is conplete...

M M Looks good
— Z\Iiting Makefile for Net::Wois::IP
— i ki

# make install

7 Configuration

/7.1 Variables

"You need to specify the PAZH of the PERL binariii® the first line of the script as shown below. The path for the perl
interpreter in your system ¢ bsfround using,.féwhich perl “ command at your shell.

# vi soortal ¢y. pl

#14, usr | bi 1iper |

Here, the Snortalog initialization part :

#1/ usr/ bi n/ per |
#
# Jereny Chartier, <jereny.chartier@ree.fr>
# Date: 2004/03/09
# Revision: 2.2.0
#
# User vari abl es
# General Libraries - Never comment
use Getopt::Long; # use Cetopt for options
use Socket ; # use socket for resolving domain nane froml|P
use Tine::localtine; # use for Tine
Snortalog 8/26
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\fuse DB_Fil e; # use DBM usage
/JI# Graphical Tool Kit Libraries
" |use Tk; $TK = 1: # use Tk for using GU
[]|use Tk::Not eBook; $TK = 2; # use Tk:: Not eBook for using GU

# GD Librairies for charts

use GD:.: Graph::pie; $GD = 1;

use GD:.: G aph::bars; $GD = 2;

use GD.: Graph::lines; $GD = 3;

use GD:.: G aph::area; $GD = 4;

# HTML and PDF nmanipul ation libraries

use HTM.:: HTM.Doc; $HTM. = 1;

| # Main vari abl es

/| ‘$domai ns_file = "/tnp/ domai ns"; $DOVAINS = 1;
'$rules file = "/tnp/rules"; $RULES = 1;

$hw file = "/tnp/hw'; $HW= 1;

$htm _directorie = "/tnp/";

out put excl usi vel y)

$dbm directory = "/tnp/";

out put excl usi vel y)
$tnpout _file = "/tnp/.snortal og. t np"; # Default tenmpory(iira ('2J
excl usi vel y)

# Comment vari abl es

Path to find Domain file
Path to find Rules file
Path to find Hardware il e

HHHH

FH*

)| $1 egende_bl ack "Not dangerous alert";

Def aul t out put directorges (HTM

Def aul t output diredtor s (HTM

$l egende_red = "Dangerous connections (potentially bad, further i"avestigation
needed!)";

|| $| egende_green = "Warning connections (strange, may rided[further intevestigation!)"

Any variable you doNt nee¢' may be commented out with a hash “#” (except General Librairies). For example, it's
possible to guisalie spglific features like GUI for folks who don't need it, or not to generate charts.

Also, if you havesgroblem with your perl's librairies, it's easy to comment out the following line :
# Graphical Tool Kit Librairies

use Tk; $TK = 1; # use Tk for using GUI
use Tk::NoteBook; $TK = 2; # use Tk::NoteBook for using GUI
# GD Librairies for charts

use GD::Graph::pie; $GD = 1;

use GD::Graph::bars; $GD = 2;

use GD::Graph::lines; $GD = 3;

use GD::Graph::area; $GD = 4;

# HTML and PDF manipulation librairies
use HTML::HTMLDoc; $HTML = 1;

Snortalog
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| o modify my own comments with yours :

# Comment variables

L] $legende_red = "Dangerous connections (potentially bad, further investigations needed!)";
$legende_green = "Warning connections (strange, may need further investigation!)";
$legende_black = "Not dangerous alert";

.2 Domain File

ﬁThe aim of this file is to provide a database of international domain extension (.com .fr .uk etc ...) and its full name
;(Unlted States, France, United Kingdom efc ...).

As an initial step in the full process of deciphering source domains and including these in the report, SnortALog reads
, this file and put initialize a hash table in memory. So, it's important to specify the directory where Sgortalog can find it.
- Simply edit Snortalog and set “$domain_file” variable.

It's possible you don't have this file or you don’t want to use it, in this case, comment out ¥ith {#" the “Sdomain_file”
ariable. You must remember that if you comment it out, you will not have the possibility taihaveygeriain reports like the

Fomain report.

[ ‘ ‘ It's also possible to modify this file. You can add new extension (if it doesn’t exist) or mculify it (if you don't like the full
name). Be careful, it's very important to always respect the format :

N
L <EXTENSION> <Full name>
—

~— Hereis, an example :

DK Denmar k
DO  Doni ni can Republic

~ Dz Ageria
— EC Ecuador
"/ EE Estonia
L EG Egypt
C EH WesternsSahc:a
) - ES Spain

FI Finl a:d

FR France

GB Joeat Britain (4K
GCD+4 G enada
GE "\ Glorgia
o0 Jhana

a G eenl and

7.3 Rules File

The aim of this file is to provide a file which contains all snort's reference attack signatures.

What is a Snort reference attack signature : It's a official internet link which give information about the detected attack.
It's looks something like this :

alert tcp $EXTERNAL_NET any -> $HOVE_NET 27374
(rmsg: "M SC ranen worm i ncom ng"; flow established;
content: "GET "; depth: 8;

nocase; r ef erence: arachni ds, 460; cl asstype: bad-
unknown; sid: 506; rev:3;)

Snortalog 10/26
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- In a Snort signature, it's possible to have several references. However, you must realise that Snortalog works with only
one reference. If your Snort signature contains several references, then it's important to put your prefered reference

ou can find a sample reference rule file at http://jeremy.chartier.free.fr/snortalog/rules but Snortalog is able to

generate its own rule file by performing a function on your existing rule files. For that you must do :

cat *.rules |

./ snortal og. pl

—-genref <your file>

f/,in its full process, Snortalog reads this file at the first step for initializing a hash table in memory, SG\it's important to

_ specify the directory where Snortalog can find it. Simply edit Snortalog and set the “$rules_file” yarizdia.

Here an example :

It's possible that you don’t have this file or you don’t want to use it, in this case, commeniioutwith™#” the “$rules_file”
ariable.

ATTACK- RESPONSES M crosoft cnd.

BACKDOOR
BACKDOOR
BACKDOOR
BACKDOOR
BACKDOOR
BACKDOOR
BACKDOOR
BACKDOOR

BAD- TRAFFI C | P Proto

subseven 22 {TCP}

net bus active {TCP}
net bus getinfo {TCP}
net bus active {TCP}
DeepThroat 3.1 Server
DeepThroat 3.1 Server
DeepThroat 3.1 Server
Doly 2.0 access {TCP}

exe banner {TCP} nessus, 11633
ur |, waw. hackfii x ¢or g/ subseven/
ar achni ds, 40:
arachrids, 403
araahni us, 401
Response { DR}

arachni ds, 106

Responsity 3.60] /{ UDP} ar achni ds, 106
Response 41zu; {UDRL ar achni ds, 106
arachni dss, 312

ave, CAN- 2003- 0567

BAD- TRAFFI C | P Proto
BAD- TRAFFI C | P Proto
BAD- TRAFFI C | P Proto

CHAT
DDOS
DDOS
DDOS
DDOS
DDOS
DDOS

1 CQ forced user

TFN Probe {I| CVvP}
tfn2k icnp possibie communi catian«{ | CVP}
Tri n00\ : Daenont oVasher L PONGdetect ed) { UDP}
gommand BE {I| C\VPj

TFN cli ent
shaft clicit ts

Trin00\ : Dae. @it oMast er (fiegsagedet ect ed) {UDP}

53 (SWPE) {IP
55 (I P Mobig i awy)
77 (Sun NC. i P
103 (PIAY {2
adgi®cV on\  TCP}
ar achni«as, 443

L P} cve, CAN- 2003- 0567
cve, CAN- 2003- 0567
cve, CAN- 2003- 0567

cve, CAN- 2001- 1305

ar achni ds, 425
ar achni ds, 187
arachni ds, 184

handl er £{JICF; ar achni ds, 254

ar achni ds, 186

It's also posgible to modiyfthis file. You can have several reasons :

Warning : works only with HTML.

o If the'port refrence signature doesn't satisfy you : you can modify the link refrence or simply delete it
o If the official snort reference doesn’t exist : you can add it
o If the snort reference doesn't exist : you can add your own rule and choose to reference that

Be careful, it’s very important to always respect the format :

<Attack designation> {<Protocol>} <referer> <ID reference>

Snortalog
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[

N 7.4 Hardware File

The aim of this file is to provide a file which contains all hardware related message. At this moment, it only contains
Ehardware PIX message but can easily modify to add other.

. f\f}\ ou can find a sample reference hardware file at http:/jeremy.chartier.free.fr/snortalog/hw. In its full process,
~7 . SnortALog reads this file at the first step for initializing a hash table in memory. So, it's important to specify the
directory where SnortALog can find it. Simply edit SnortALog and set the “$hw_file” variable.

. Its possible that you don’t have this file or you don’'t want to use it, in this case, comment out with “#" the “Shw_file”
) variable.

~ Here an example :

%1 X-1-101001
9%l X- 1- 101002
%1 X-1-101003
9%l X- 1- 101004
%1 X-1- 101005
9%l X- 1- 102001
%1 X- 1- 103001
9%l X- 1- 103002
%1 X- 1- 103003
9%l X- 1- 103004

Fai | over cable OK

Bad fail over cable

Fai | over cabl e not connected (this unit)

Fai | over cabl e not connected (other unit)
Error reading failover cable status

Power failure/systemrel oad ot her side

No response from ot her firewall

O her network interface nunber OK

O her network interface nunber faified

QG her firewall reports this firewxl | failed

] %1 X- 1- 103005 QG her firewall reporting failure
— %P1 X- 1- 104001 (P) Switching to ACTIVE
({ %1 X- 1- 104002 (P) Switching to STANDBY
— ol X-1-104003 (P) Switching to FAILED
- %P1 X- 1- 104004 (P) Switching to K
B %1 X- 1- 105001 (P) Disabling fail over
; %1 X- 1- 105002 (P) Enabling fail over
N %1 X- 1- 105005 (P) Lost failover cfnmyijication
-~ %l X-1- 105006 (P) Link status WP
— %l X- 1- 105007  (P) Link status/DOW
%1 X- 1- 105008 (P) Testing igpturiach:
C ] 9%l X- 1- 105009 (P) Testing “iaterle passed|failed

9%l X- 1- 105011
%1 X- 1- 105020
9%l X- 1- 105031
%1 X- 1- 105032
9%l X- 1- 105034
%1 X- 1- 105035
9%l X- 1- 1050234
%1 X- 1- 105537
9%l X- 1-10e3,01
9P X- 24750600
9Pl X£3-10,010
%P1 X-, 791002
9Pl X- 3-1301009
%1 X- 3- 262001
9%l X- 3-211001
%1 X-3-211003

(P) Faifover cahbl e comunicati on error

(P) Infonplet®/ sl ow config replication

Fai | oves, LAN// nterf@ace®is UP

Fsii | over "2V i nt eif'ace is DOMN

~eceive a LAN f@iNover UP nsg from peer
Reazive a LANGRai | over DOAN nsg from peer

F. X dropped a“tAN failover cnd nsg

Or ary/ secondary are sw tching back and forth
lumber of DENY acl-flows reached limt

oeni ed new tunnel . VPN peer limt exceeded

(P) Failover nsg block aloc failed

Too many connections on static|xlate gl obal address
Pl X i s disallow ng new connecti ons

Qut of address translation slots

Menory al |l ocati on error

CPU utilization

It's also possible to modify this file. Simply, be careful to respect the format :

<Text to search> <Description>
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'8 How to use Snortalog ?

[ You have two solutions for using Snortalog, with the Command Line Interface or with the Graphic User Interface.

( %1 Command Line Interface

8.1.1 Example

- ~Bythis way, you must redirect the logs to Snortalog as shown by the following shell command :
() .

- # cat logs.file | ./snortalog.pl -n 50 -report

— #

_ Why I did not ask for a specific file name ?

ust for one reason (but a smart one :-). For daily logs rotation, I'm using the file name formatfile_(ryyy mmdd.log (Year,
Month and Day). So it's easy for me to generate daily, weekly, monthly and yearly repsrt githounany file renaming

Pperations but we will see that in examples.

(- ‘ ‘ So, this is the command line argument :
#

)

# cat <alerts file> or <snort.rules> |
<reports> <filters>
#

./snortal o .p!

<opti ons>

QAISO, you can do like this :

- #
# ./snortalog.pl —file logs.file s, 5C\-report
: #
" 8..2 Available options

/ The following options are available :

X Mede GUI

- Redolve IP adresses
-C Resolve domains

-h <file ral> Specify a HTML file
- <filg pdf> Specify a PDF file

-usdiectory>
-dbrigir <directory>

Specify an output directory
Specify an output directory for DBM usage

-g <qif|pnglipg> Graph output format

-i Inverse the result

-d Mode debug

-n <integer> Specify a number of line in the result

file <log file> Specify an input alert log file

-rulesfile <file> Specify name and directorie to search rules file
-hwfile <file> Specify name and directorie to search hardware file

-domainsfile <file>
-genref <rules file>
-help

The following reports are available :

Specify name and directorie to search domains file
Generate the reference rules file
View this help

Snortalog
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/'~ The following filters are available :

-Src

-dst
-src_attack
-dst_attack
-src_dst_attack
-attack
-class
-severity
-daily_event
-hour
-hour_attack
-dport

-proto
-dport_attack
-nids
-stateful
-interfaces
-domain_src
-portscan
-actions
-rules
-reasons
-src_dport
-dst_dport
-typelog
-hwlog
-report

Top IPs sources

Top IPs destination

Top IPs sources grouped by attack
Top IPs destination grouped by attack
Top alert grouped by IPs sources, Ips destination and attack
Top attack

Top classification

Top severity

Top number of attack grouped by day

Top number of attack grouped by hour

Top specific attack grouped by hour

Top destination port

Top usage of protocole

Top destination port grouped by attack

Top NIDS host

Top stateful problems

Top interfaces events

Top of domain source

Top of portscan alert

Top of firewall action (DROP, REJECT, ACGEPT, etc ...)
Top number of DROP by rulé”&ply Fw-1)

Top number of DROP reascn (ofily Fw-1)

Top IPs sources grouned by des indtion port

Top IPs destination groyoed by aestination, port

Number of occurrem@as by tvpe of log

Number of ogcirianges y hardwarewrclated message logs
All reports

e fsrc Saurces Tilter
. -fdst Dasuhation filter
) | -fproto P otocolesilier
-fdport Destinatiort port filter
-fmonth Marithilter
-fday Day filter
-fhour Hour filter
-fether Interface filter
-fseterit, Severity filter
-fegtion Firewall action filter
-frule Firewall rule filter
-ftype Type of logs
8.1.3 Examples
# cat snort*.rules | ./snortal og.pl -genref refsigtxt
Snortalog will generate a referenced rules file from your Snort rule or your own signatures.
# cat file.logs | ./snortalog.pl -r -n 30 -report
Snortalog will generate a report in ASCII format with address resolution and a maximum of 30 occurences for all
reports.

# ./snortalog.pl —file file.logs -r -n 30 -dst_attack -report
Snortalog will generate a report in ASCII format with address resolution and a maximum of 30 occurences for the

report dst_attack.
# cat file.logs | ./snortalog.pl -r -i -h file.htm -report

Snortalog 14/26
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7

‘\‘\“Snortalog will generate a report in HTML format stored in file.html with address resolution and display the results from

— least frequent to most frequent occurences (reverse mode).
# cat file.logs | ./snortalog.pl -r -g gif -h file.htm -u /tnp/ -report

" Same as the previous example but with Gif graphs and in a specific directorie.

O\ cat file.logs | ./snortalog.pl -n 50 -report -fether ethO
~| Snortalog will generate a report with filter interface “eth0”.

cat file.logs | ./snortalog.pl -i -n 30 -report | /usr/sbin/sendnail -f user @onain
user @omai n

Snortalog will generate a report in ASCII format with reverse request, and a maximum of 30 occurences for all reports

~and send the result by mail

N ;1f/#”bat file_200212[1-7] | ./snortal og.pl -report
_———Snortalog will generate a reportin ASCII format with all events of the first week of December (between the 1st and
o\ Tth).

\

:14/# cat file_20021* | ./snortal og.pl -report
nortalog will generate a report in ASCII format with all events of the three last months of tite yearZug2<month 10, 11
nd 12).

“ o

‘ ‘ Warning : The usage of “r” and “-c” option will slow down the process.
|

\ “
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8.2 Graphic User Interface

// ,,//:\\\Below, an easy example step by stegfor usi

Y

[

/// -
N

v/% w

# ./snortal og. pl

// / / /

7\\1\ verything is okay, you will see this :
\

<

I 9

hen launching the GUI, be careful to install all dependencies and perform Snortalog with this option :

N
&0

First, we need to load all the log files
we want. To do this, enter the path
and the file name in the “File box”
and click “Load File”.

We can select or unselect “Result
Options” or “Output Options”.

Warning : “Resolve Addresses” and
“Resolve Domain” can take few
minutes for result.

Second, we need to select a report
from “Reports IDS or FW” tasks
menu bar.
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What advantages does using the GUI bring me ?

We can see if all reports are OK in
“States” list.

We cc view the result in “Result” tab
and navigate with the right scrollbar.

Also, as we have selected “Debug
Mog2” on main screen, we can view
theNogs that Snortalog can't load in
the “Debug” tab.

It's possible with the “Configuration”
tab to configure several variables.

We can specify the path to “Domain
File” and “Rules File”. It's important to
have something in “Tempory File”
and “Output Directory” if we want
everything to work correctly.

These default variables can also be
modified directly in PERL program.

It's interesting to use the GUI because you can load several log files at the same time and generate as many reports
as you want. In CLI mode, you can't do that because you need to redirect your logs each time you want to use

Snortalog.

Using this method (GUI), you can generate severals reports (ASCII, HTML or PDF output) in one step.
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SnortALog is a wonderfull and efficient mechanism to work with several kind of logs. It can easy work with one million

/9 How Snortalog works ?

# cat <your log file>

oo

SnortALog Initialization :

Variables Initialization |

Get User Options |

Log File Treatment :

| Search start and end date

Search Snort Logs :

ull logs
‘st logs
Syslc alogs

Search CheckPoint Fw-1 Logs :

Version 4.1
ersior \Next Generation

Search Open Source Firewalls Logs :

IRMiter
Nufiltor

Search syslog PIX logs

Log Treatment :

| Put log, if it forgspana to a filter, 1\,big matrice

Creal) g sevaudli hash tail€lfor each report

Creating Report’ :

Load ar)_p:)priate hash table

R Generatingraport in function the output selected

v v Y

ASCIIl, HTML or PDF output file

of them but first, you need to take care.

You must to know that biggest the CPU and Physical memory is, faster and better the result will be. So, you can have
a problem with log file which contains several million of alerts (more 100Mo) because SnortALog extract each logs
from file to put it in several table and release the memory after result generation. With huge log file, you need more

RAM and Swap space else the process SnortALog kill.

By example, if your log file size is 100Mo, you need 600Mo of system memory swap.
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[

’ O SnortALog use all swap memory, | council you to modify your rotation log or to do something for decrease the
\. —_“amount of Megabits (best file handliing).

[

10 What kind of logs does Snortalog expect ?

7 -

:“:erre, you can find all kind of logs SnortALog are expecting. If you have logs that SnortALog don't recognize (*“-d”
~ option can help you), send me them by email, | will be happy to upgrade SnortALog.

AN

. 101 Snort logs

10.1.1 Snort fast alert

01/31-17:37:39.987506 [**] [1:671:4] SMIP sendmail 8.6.9c &0l oit §**]
[Classification: Attenpted User Privilege Gain] [Priority:"1] “3ICP} 1.2.3.4:27191 ->
‘ ‘ 192. 168. 1. 97: 25

01/31-17:37:39.989398 [**] [1:1160: 6] WEB-M SC netscape dir index wp [**]
M T |[Cassification: Attenpted_Information_Leak] [Priority: ] A£TCP} 1.2.3.4:52502 ->
192.168. 1. 97: 80

— 01/31-17:37:39.991339 [**] [1:677:5] MS-SQ./ SMEysp_password, password change [ **]
[Classification: Attenpted User Privilege Gai(] 4 Priority~\1 {TCP} 1.2.3.4:38263 ->
_—\|192.168. 1. 97: 139

"/ 101/31-17:37:39.999730 [**] [1:345:5] F/P.XPLUT wfwtwpd 2.6.0 site exec format
- string overflow generic [**] [d assification. Attermpted Adm nistrator_Privil ege
1| Gin] [Priority: 1] {TCP} 1.2.3.4:16Y5> -~ wf192. 168.2. 97: 21

g 01/31-17:37:40. 008521 [**] [1:2°1: T B00S TEN Frobe [**] [C assification:
Attenpted I nformation_Leakls | Priowity: 2] LINCVP} 1.2.3.4 -> 192.168. 1. 97

) Snort Command Line Example,; # snoragl fist —Ccei<inierface> -¢ <snort configfile> -| <snort directorie>

/

10.1.2 Snort full ale:it

[**] [1:540:6,, CHAT | VBN nessage [**]

[Cassificomiorny, Mic activity] [Priority: 3]

09/ 23-02409: 2). 657544 10. 21. 145. 60: 1714 -> 207. 46. 108. 21: 1863

TCP TTL: 224410S: 0x0 | D: 16516 | pLen: 20 Dgnien: 201 DF

FEREAPFRE Sear OxAFF293D6  Ack: 0x9549F9D7 Wn: OxF9F8 TcpLen: 20

[**] [1:528: 3] BAD TRAFFI C | oopback traffic [**]
[Classification: Potentially Bad Traffic] [Priority: 2]
09/ 23-09: 09: 22. 581891 10.29.12.177:161 -> 127.0.0. 1: 162
UDP TTL: 57 TOS: 0x0 | D: 40247 | pLen: 20 Dgnien: 211
Len: 191
[Xref => http://rr.sans.org/firewall/egress. php

Snort Command Line Example : # snort —A full —Cdi <interface> -c <snort configfile> -| <snort directorie>

10.1.3 Snort syslog alert

Mar 12 14:10:31 10.0.0.2/10.0.0.2 snort[524]: [1:1287:5] WEB-11S scripts access
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[Classification: access to a potentially vul nerable web application] [Priority: 2]:
{TCP} 193.219.28.101: 63582 -> 149. 46. 224. 194: 80

[]|Mar 12 13:44:28 10.0.0.1/10.0.0.1 snort[22976]: [1:895:5] WEB-CG redirect access
[Classification: Attenpted Information Leak] [Priority: 2]: {TCP}
208.214.188. 62: 61119 -> 149. 46. 214. 192: 80

\ff Mar 12 14:24:50 10.0.0.2/10.0.0.2 snort[524]: [1:1244:6] WEB-11S I SAPI .idq attenpt
[Classification: Web Application Attack] [Priority: 1]: {TCP} 193. 249. 155. 3: 1424 ->
149. 46. 224. 192: 80

L _|Mar 12 14:25:20 10.0.0.2/10.0.0.2 snort[524]: [1:466:1] ICWP L3retriever Ping
! | |[[Cassification: Attenpted Information Leak] [Priority: 2]: {ICw} 80.13.197.190 ->
/|149. 46. 224.13

~—_\ |Mar 12 14:25:55 10.0.0.2/10.0.0.2 snort[524]: [1:1042:6] WEB-11S view sgurce via
‘ I||transl ate header [Cl assification: access to a potentially vul nerabl e web
.~/ |application] [Priority: 2]: {TCP} 80.13.197.190: 4787 -> 149. 46. 244. 192520

%nort Command Line Example : # snort —A none —Cdi <interface> -c <snort configfile> -| <gnG¥,divegiorie> -s “*

10.2 CheckPoint FW-1 syslog Format

=
‘ It's very easy to redirect Fw-1 logs to a server syslog on all Unix Plateforn® (Mcnagement or Enforcement Module) :

R )
— — |# fwlog -fnt | |ogger &

A a

Explanations :

S~ -f : Upon reaching end of file stay and wait for newsrecers forever_Default is to stop at end of file

— -t : Goto file end. -t must come with -f flag
-n : Do not resolve IP addresses. Defayit icy0 refolve Ipg
C ]

N LOGGER in the end of the syntax p{'mit to tiansmit new Tags, in the local syslog server, to the remote syslog server.
| So, it's possible to see logs in /varflogimesssges or/vat'adm/messages files.

/

~ Moreover, you can with yoi. localsyslog server, egirect the flaw to an other syslog server :

/var | og/ messages

# vi [etc/syskog. cof
*-*
*O¥ a0/0.0.1

10.2.1 FW-1 4.1

May 6 04:12:51 10.0.0.1/10.0.0.1 root: 4:12:50 drop flanm 192. 225 >qf el2 proto
tcp src 17.216.0.58 dst 206.117.161. 100 service mail s_port 37163 len 48 rule 191
x|l atesrc 195. 46. 206. 51 x| at edst 206.117. 161. 100 x|l atesport 37163 x| atedport nai l

May 6 04:12:55 10.0.0.1/10.0.0.1 root: 4:12:55 drop flanm 192. 225 >qf el2 proto
tcp src 17.216.0.58 dst 216.219. 253.216 service mail s_port 37025 rule O reason:
unknown est abl i shed TCP packet

May 6 04:03:55 10.0.0.2/10.0.0.2 root: 4:03:54 reject fwtx >hne4 proto tcp
src 172.171. 144. 17 dst 162.168.1.9 service pop-3 s_port sqglnetl rule 34 reason: port
bel ong to service in TCP Fast Mdde, port: sglnetl
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May 6 04:12:40 10.0.0.2/10.0.0.2 root: 4:12:39 drop pi casso >qf e0 proto icnp
src 203.148.174. 121 dst 145.246.217.61 rule 142 icnp-type 3 icnp-code 1

May 6 04:08:21 10.0.0.1/10.0.0.1 root: 4:08:21 drop cosme >hnme0 proto udp
src 200.41.92.96 dst 144.127.222.45 service nbnane s_port 1045 len 78 rule 41

ﬁ1022 FW-1 Next Generation

N\

——/ fAug 26 23:53:10 10.0.0.1 root: [ID 702911 user.notice] 23:53:10 drop 10.0.0.1
~—_ |>afe0 product: VPN-1 & FireWall-1; src: 195.46.223.247;, s_port: nbdatagram dst:
C——\|195. 146. 223. 2; service: nbdatagram proto: udp; nessage_info: Address spoofing;

——_/|Aug 26 23:53:54 10.0.0.1 root: [ID 702911 user.notice] 23:53:54 drop 0. 0. 1
>hne0 product: VPN-1 & FireWall-1; src: 68.155.36.158; dst: 14.17,4218 26, \or ot o:
icnp; icnp-type: 8; icnp-code: 0; rule: 28;

Aug 27 05:56:53 10.0.0.1 root: [ID 702911 user.notice] 5:56402 a.ap 10.0.0.1

| |>hme0 product: VPN-1 & FireWall-1; src: 62.149.140.15; s_pgity httpy dst:

191. 17. 218. 225; service: 1223; proto: tcp; th_flags: 12; nessagn i nfo: TCP packet
[- H out of state;

| [Aug 27 09:18:15 10.0.0.1 root: [ID 702911 user.noti cej :18: 14 drop 10.0.0.1
I'1|>qf e3 product: VPN-1 & FireWall-1; src: 12.18.14.20; s_poirts. 35896; dst:
1 |171.171. 0. 12; service: syslog; proto: udp; rule:“28;

- J|Aug 27 10:06:14 10.0.0.1 root: [ID 702911 user#1i&icql 10: (o323 drop 10.0.0.1
~—_ | >hnme0 product: VPN-1 & FireWall-1; src: 213.1054099175; spert: 1619; dst:
A\ | 191. 17. 218. 246; service: 135; proto: tcp; <l el 29,

" 10.3 CheckPoint FW-1 fw loned vort*Format

s An other way to work with Fw-1 logs {: to expd 't them with F#-1 command :

~ |# fw | ogexport -np #o <file> (With Fw=1 4.1)
# fwm | ogexport -npp—of<fil e> (with Fw 1 NG Al)
or
# fwlogeygint “wap4 ./snortal og.pl -n 10 -report (with Fw1 4.1)
# fwmlggexpc't —ip | ./snortalog.pl -n 10 -report (with Fsr 1 NG Al)

Explanation :

-0 : Output file name. Default is printing to the screen
-n : No IP resolving. Default is to resolve all IPs
-p : No port resolving. Default is to resolve all ports

The output of the fwm logexport got a little "unpredictable" after NG, and the logformat is now documented in the first
line of every logfile.

num date; tinme;orig;type;action;alert;i/f_nanme;i/f_dir; proto;
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src; dst; service;s_port;len;rul e; xl atesrc; x|l at edst ; x| at esport; x| at edport ;i cnp-
type; i cnp- code; reason: ;| KE Log: ; rpc_prog; sys_nsgs

10.3.1 FW-1 4.1

960982; 18Dec2003; 6:21: 36; 2. 2. 64. 48; |1 0g; accept ; ; et h-s1plcO; i nbound; udp;

7/ 1960998; 18Dec2003; 6: 21: 36; 2. 2. 64. 48; | 0g; accept ; ; et h-
- s1p1cO; i nbound; udp; 63. 251. 230. 246; 2. 2. 64. 53;

domai n; 31334; 45; 37; 63. 251. 230. 246; 64. 32. 4. 53; 31334; domai n; ;;;;;
961017; 18Dec2003; 6:21: 36; 2. 2. 64. 48; |1 0g; accept ; ; et h-s4plcO; i pLouiil: tcp

10. 170. 96. 53; 12. 159. 228. 50; Li f eWat ch. Host . 20024; 1883; 48; 1014°.,. 2. 64.22;

g 10.3.2 FW-1 Next Generation
C 1 F S -

—\ | 86; 17Dec2003; 23: 55: 55; 10. 0. 0. 1; | og; accept ; 2 *t his1p3c0; i nbavnd; VPN-1 & FireWal | -
1;;204.11.33.38;145. 77. 4.18;tcp; 53; 23; 53683, %, 15155508500

— 87; 17Dec2003; 23: 55: 56; 10. 0. 0. 1; | og; dr op; fet h-slpled:.wnbound; VPN-1 & FireWal |l -

10.4 Cisco PIX syslog Format

The only things to do is to redirect PIX logs via syslog server :

Jan 28 12:30: 25 [10.200.7.12.2.2] 9%l X-4-106023: Deny tcp src
out si de: 62. 4. 95. 39/ 26457 dst DMZ: 62. 4. 85. 170/ 1721 by access-group "outsi de"
Jan 28 12:30: 25 [10.200.7.12.2.2] 9%l X-4-106023: Deny tcp src
out si de: 62. 4. 95. 39/ 26458 dst DMZ: 62. 4. 85. 170/ 1722 by access-group "outsi de"
Jan 28 12:30: 25 [10.200.7.12.2.2] 9%l X-4-106023: Deny tcp src
out si de: 62. 4. 95. 39/ 26459 dst DMZ: 62. 4. 85. 170/ 1723 by access-group "outsi de"
Jan 28 12:30: 25 [10.200.7.12.2.2] 9%l X-4-106023: Deny tcp src
out si de: 62. 4. 95. 39/ 26460 dst DMZ: 62. 4. 85. 170/ 1724 by access-group "outsi de"
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Jan 28 12: 30:
out si de: 62. 4.

25
95

[10.200.7.12.2.2] 9% X-4-106023:

Deny tcp src

.39/ 26461 dst DMZ: 62.4.85.170/ 1725 by access-group "outside"

Or

Jan 26 14:07:
out si de: 62. 2.
Jan 26 14:07:
out si de: 62. 2.
-{Jan 26 14:07:
“out si de: 62. 2.
/)| dan 26 14:07:
~ lLout si de: 62. 2.
Jan 26 14:07:
out si de: 62. 4.

. 125

. 125

. 125

[ 10.200.7.12.2.2] Jan 26 2004 13:
dst DMZ: 62. 4. 85. 189 (type 8,
200.7.12.2.2] Jan 26 2004 13:
dst DMZ: 62. 4. 85. 190 (type 8,
200.7.12.2.2] Jan 26 2004 13:
dst DMZ: 62. 4.85. 191 (type 8,

200.7.12.2.2] Jan 26 2004 13:

[ 10.
[ 10.

[ 10.

. 125/ 4564 dst DMWZ: 62. 4. 85. 178/ 135

[10.200.7.12.2.2] Jan 26 2004 13:

. 108/ 25 dst DWZ: 62. 4. 85. 178/ 56518

54:28: %l X-4-106023: Deny icnp src
code 0) by access-group "outside"
54:28: 9%l X-4-106023: Deny icnp src
code 0) by access-group "outside"
54:28: %l X-4-106023: Deny icnp src
code 0) by access-group "outside"
54:29: %l X-4-106023: Deny tcp src
by access-group "outside"

54:29: %l X-4-106023: Deny tcp src

by access-group "outsicuy"

AN

JT wo kind of logs arent identical except there are time tow times in one. We had agonfigurationfault in the PIX. The
PIX was sending the time and also the Syslog daemon was adding the time to th€" g entrySo, it's possible to adjust
‘ ‘ the PIX config not sending the time with the message to the Syslog daemon.

Il message entries have a PIX alert number, for example: %PI1X-1-10101 fo,| Severity 1, %PIX-2-106001 for Severity
M 2 and %P1X-3-105010 for Severity 3. Snortalog is able to manage this severity leysi.

i
The PIX has 7 levels of messages :
N o Alert Messages, Severity 1
( )) e Critical Messages, Severity 2
— o Error Messages, Severity 3
( — o Warning Messages, Severity 4
— o Notification Messages, Severitv 5

¢ Informational Messages, S:verity 6
Debugging Messages, Sevity 7

Also, | implementing #0"ddiannal features in SnortAlog 2.2. First, possibility to integrate Cisco PIX IDS. Second,
there are an extra €agram ir\ the PIX output with a summary of PIX hardware related messages from the Syslog file.
10.5 Free\Fifewalls

10.5.1 IPFilter

May 6 05:42:54 10.0.0.1/10.0.0.1 i pnon[ 91] :
212.73.231.228 -> 190.17. 117. 36

05: 42: 54. 104248 fxp0 @: 26 b
PR icnp len 20 40 icnp echo/0 IN

May 5 22:44:40 10.0.0.2/10.0.0.2 i pnon[66]: 22: 44: 40. 872086 fxp4 @: 285 b
192.178. 8. 17, 32845 -> 190. 65. 60. 33, 80 PR tcp | en 20 48 -S 1744106958 0 24820 | N

May 6 03:49:14 10.0.0.2/10.0.0.2 ipnon[9775]: 03:49:14.170319 sf2 @:181 b
191. 46. 17. 167, 1444 -> 191.46. 17. 146, 6050 PR tcp len 20 40 - A 3374366425 1952656703
8760 IN

May 6 04:05:56 10.0.0.1/10.0.0.1 i pnon[9942]: 04:05:56.214183 sf3 @: 1204 b
101. 88. 2. 3,137 -> 101. 88. 2. 254,137 PR udp len 20 78 IN
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May 6 04:00:16 10.0.0.1/10.0.0.1 i pnon[9775]: 04: 00: 16. 730522 sf2 @: 181 b
191. 146. 27. 167, 1444 -> 191.146. 17. 146, 6050 PR tcp | en 20 40 - A 3374366425 507567241

118760 IN

10.5.2 Netffilter

{Nov 17 16:52:52 host kernel: |N=ethO OQUT=
| | MAC=00: 10: 5a: b1: 25: 1d: 00: dO: b7: bd: aa: 28: 08: 00 SRC=197. 163. 1. 92 DST=10. 18. 1. 49 LEN=48
‘TOS=0x00 PREC=0x00 TTL=128 | D=31660 DF PROTO=TCP SPT=4075 DPT=25 W NDOW:16384

 [RES=0x00 SYN URGP=0

Nov 17 16:52:54 host kernel: |N=ethO OUT=
MAC=00: 10: 5a: b1: 25; 1d: 00: dO: b7: bd: aa: 28: 08: 00 SRC=197. 163. 1. 92 DST=10. 42, 1.°49 LEN=48
TOS=0x00 PREC=0x00 TTL=128 | D=31677 DF PROTO=TCP SPT=4075 DPT=21 I NO W1 38+

RES=0x00 SYN URGP=0
Nov 17 16:53: 00 host kernel: |N=eth0O QUT=

| | MAC=00: 10: 5a: b1: 25: 1d: 00: dO: b7: bd: aa: 28: 08: 00 SRC=197. 163. 2't3, DST=30. 18. 1. 49 LEN-=48
TOS=0x00 PREC=0x00 TTL=128 |D=31711 DF PROTO=TCP SPT=4075 DPT=s3 W NDOW16384
RES=0x00 SYN URGP=0

| [Nov 17 16:53:48 host kernel: IN=lo OUT=

MAC=00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 08: 00 SRC=197. 16. 2. 92 DST=10. 18. 1. 49 LEN=36
TOS=0x10 PREC=0x00 TTL=64 | D=0 DF PROTO=UDP SPT=123 DPT=(2768 LEN=16

[~ —7|Nov 17 16:54:48 host kernel: IN=lo OUT=

MAC=00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 08: Q0T STC=197. 163152 DST=10. 18. 1. 49 LEN=36
TOS=0x10 PREC=0x00 TTL=64 | D=0 DF PROTO=UD " SP.31723 DRI=32768 LEN=16

- 11FAQ

' 1) When | try to run Snortalog, this“\rror m_ssage &phéars :

“Can't locate GD/ Grapiti pi eppm in @ NG NC contains: /usr/local/lib/perl5/5.8.0/ sun4-

solaris /usr/local/la/serl5/5.8. Q\usr/local/lib/perl5/site_perl/5.8.0/sun 4-solaris
/usr/local/lib/ps®agisiae perl/5.8.0 /usr/local/libl/perl5/site_perl .) at
.I'snortal og. pl &1 ne &)6.

e Yougadn b suytiat Perl isn't finding the appropiate librairies. For help in correcting this, go to the
depdndeysicies page.

2) | correctly compiled dependency libraries but it’s no better :

You can be sure you are not using Perl 5.8. Verify like this :

Summary of my perl5 (revision 5.0 version 8 subversion 0) configuration:
Pl at form

Conpi I.e.r.:

Li nker and Libraries:

Dynam'.c. .Li nki ng:
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: Characteristics of this binary (fromlibperl):
[ ]| Conpile-time options: MILTIPLICITY USE_| THREADS USE_LARGE_FI LES
PERL_| MPLI Cl T_CONTEXT
Bui It under i nux
Conpi l ed at Sep 6 2002 23:24: 44
‘ [fusr/lib/perl5/5.8.0/i386-I|inux-thread-multi
lusr/libl/perl5/5.8.0
lusr/libl/perl5/site_perl/5.8.0/i386-1inux-thread-multi
~ _— > lusr/lib/perl5/site_perl/5.8.0
! V[V Jusr/lib/perl5/site perl
[usr/libl/perl5/vendor_perl/5.8.0/i386-|inux-thread-nulti
[usr/lib/perl5/vendor_perl/5.8.0
[usr/lib/perl5/vendor_perl

3) When | try to generate PNG charts, this error message appears :

Can't |locate object method "png" via package "GD:: | nage" at ¢/sportal®g.pl line XXX

§ ‘ ‘ e Your Perl's libraries don't support PNG format.To correct this, try tasyse GIF or JPG format instead.

4) When | perform SnortALog, the process kill after a long momerid:

~ It seems to be a system swap memory problem. Verify twoSinge

" o The amount of swap that SnortALog use
— o The size of your log file

To solve this problem, you can follow several,@ay&

) ; o Change your log rotation
| | ) | o Tune your Snort or Firewaliizonfigi-ation totex less
= e Increase your RAM or swap partition

o Use SnortALog fidgrgeatures to select-what you want (only HIGH severity alert for Snort or only DROP alert
for Firewal's)

5) When I tryi*o 21 SnortALog GUI, this error appears :

Tk::Error: Calt set width to “895 for Mi nW ndow=HASH( 0x8684054): unknown option
"width" at /usr/local/lib/perl5/site_perl/5.8.3/i686-1inux/Tk/ Configure.pmline 46.
at /usr/local/lib/perl5/site_perl/5.8.3/i686-1inux/Tk/Derived. pmline 294
Tk cal | back for
Tk cal | back for
Tk: : Derived: :configure at /usr/local/lib/perl5/site_perl/5.8.3/i686-
I'i nux/ Tk/ Deri ved. pm|ine 306
Can't set width to 895" for Mai nW ndow=HASH(0x8684054): unknown option "w dth"
at /usr/local/lib/perl5/site_perl/5.8.3/i686-I1inux/Tk/ Configure.pmline 46.
at /usr/local/lib/perl5/site_perl/5.8.3/i686-1inux/Tk/Derived. pmline 294

e You can be sure you are not using appropriate Tk librairies. For help in correcting this, go to the
dependencies page, download and compile Tk-800.024 tar.qz
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) When | try to perform SnortALog, this error message appears :

syntax error at snortal og.pl line 1901, near "$opton;"
Execution of snortal og.pl aborted due to conpilation errors.
Starting... There are 1034969 log records in the file

N o You can be sure you are not using Perl 5.8. Verify like this : perl -V

3@
A8 0\

A
0
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